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Hot Topics in Digital 

Technology

Is it safe?

UA3 Dunedin

Ray Hunt,  27 March 2018

Current Identity & Access Control Systems

 One Time Password

 Multifactor Authentication: Password + Token, Matrix or 

other authenticators commonly used by bank customers
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Biometrics:

Retana and 

Iris

 Formed during first two years of life

 Most secure applied technique

 Low circumvention

 Public resistance - infra-red light

 Expensive

Digital Certificates
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Digital Certificates
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Authorisation and Authentication 

Engines

 Authentication and/or Authorisation of Users and/or 

Devices

 Federation Authentication Identity (SAML)

 OpenID (JSON)

 OAUTH2 (JSON or SAML)

 Provides an identity engine for user or applications 

consistent with the SSO (Single Sign On) process
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 If we have all these engines for 

authentication, authorisation, identity 

protection, privilege escalation and 

control etc…

 If we have patches and updates 

installed……

 .. so why do we have so many break-ins 

and theft of private information?

10



6

11

Attack on SWIFT Interbanking System

 The 2016 cyber attack on Bangladesh's central 

bank that let hackers steal $80 Million from the 

institutes' Federal Reserve bank account (New 

York) was caused by Malware installed on the 

Bank's computer systems.

 Cyber Security attackers broke into Bangladesh's 

central bank, obtained credentials for payment 

transfers from Federal Reserve Bank of New York 

and then transferred large sums to fraudulent 

accounts based in the Philippines and Sri Lanka.
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Attack on SWIFT Interbanking System

 Malicious software included Remote Access Trojan 

(RAT) spying programs let the group learn how 

money was processed, sent and received. They 

likely exploited a very recent "zero-day" flaw.

 A zero-day exploit is an attack that exploits a 

previously unknown security vulnerability. It can 

take advantage of a security vulnerability on the 

same day that the vulnerability becomes generally 

known. Think about SSL which you use.
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Target Security Breach (2014)

Target Corporation, (International) had to face 

one of the worst cyber-attacks in the history 

where more than 40 million credit card details 

were compromised along with 70 million items 

of customer data. The estimated cost of this 

security breach alone was over US$200 

million
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Cyber Attack on Sony (2014)

Cost of this attack - $400 million

Cryptolocker and Bitlocker 

August 2015
 Cryptolocker is a 

ransomware trojan 

that can evade 

traditional anti-virus 

protection and hold 

your files to ransom
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 It spreads in many ways, including phishing 

emails with malicious attachments or links, 

or via drive-by download sites



9

17

Hollywood Hospital has to pay up

February 2016

The amount being demanded by the 

attackers to provide the key to unlock 

the hospital's systems has not been 

made public, though it has been 

reported to be $3.6 million.

A lower sum was negotiated and paid
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TalkTalk Cyber Security Attacks

October 2015

TalkTalk Telecom Group: Company which 

provides pay TV, telecommunications, 

Internet access, & mobile network services 

to businesses and consumers in the UK
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TalkTalk Cyber Security Attacks

Metropolitan police say a 15-year-old boy has 

been arrested in County Antrim over hacking 

of TalkTalk

This arrest prompted warnings that the bank 

details and personal information of 157,000 

of its 4 million customers has been accessed

This follows a string of earlier attacks 

showing weaknesses in their security 

architecture, design and operation 20
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Yahoo Attack (Released Sept 2016)

 500 million Yahoo user accounts compromised

 names, email addresses, phone numbers, birthdays, 

hashed passwords, security questions and answers

Worse than MySpace attack in 2016          

(427 million) or LinkedIn (117 million)

Most of the Yahoo accounts have been sold

Note that many companies including some 

ISPs use Yahoo to host their “Cloud” services
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Wannacry + Petya: May 2017
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Not so much stealing data but just total 

network failure – Airlines: 28 May 2017
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British Airways Network Failure

Heathrow Terminal 5: 28 May 2017

The computer crash affected BA’s booking 

system, baggage handling, mobile phone apps 

and check-in desks

More than 1,000 flights were affected. At 

Heathrow BA had 406 flights scheduled to 

depart after 9am and a further 71 at Gatwick.
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Cyber Attack on 

18 ATMs in KL, 

Malaysia (2014)
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Today, the vast majority of 

ATMs worldwide use a 

Microsoft Windows 

operating system, until very 

recently - Windows XP 

Professional or Windows 

XP Embedded. Wikipedia, 

- April 2017
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NCR ATM Machine similar to

those emptied in KL, Malaysia

ATM Wikipedia: March 2018

Today, the vast majority of ATMs 

worldwide use a Microsoft Windows 

operating system, primarily Windows 

XP Professional or Windows XP 

Embedded. In early 2014, 95% of ATMs 

were running Windows XP. 

28



15

We are certainly not doing 

very well
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Wireless Password Security

30

Passwords to be found in 

Coffee Culture, Bunsen Café, 

Air New Zealand etc

Are these about security or 

something else?
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Mobile and Wireless

Wifi WPA using RC4 symmetric encryption 

and WPA2 using AES symmetric encryption

These are considered to be (reasonably) 

secure but are still password protected.

https://crackstation.net/buy-crackstation-

wordlist-password-cracking-dictionary.htm has 

1.5 Billion  words/hashes, and is 15GB to 

download costing $5.00
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Mobile and Wireless

Metasploit has a number of tools 

designed to exploit Android mobiles 

which allows:

Extraction of files (phone numbers, SMSs, 

called phone numbers) can be extracted 

via the use of javascripts

Malware in apps can allow extraction of 

pictures and spamming of people in the 

contacts list
33

Mobile and Wireless

Use Metasploit for Android vulnerabilities

 "/mnt/sdcard/documents" contains:

< list of recent e-mail messages >

"/mnt/sdcard/messages" contains:

< list of recent txt messages >

"/mnt/sdcard/phonebook" contains 

< list of private phone numbers >
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Mobile and Wireless

Bluetooth interception tools
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Heartbleed Attack on 7 versions of SSL

- we are already inside the authentication/authorisation processes
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Heartbleed Buffer Overflow
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Heartbleed Buffer Overflow
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Heartbleed Buffer Overflow
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http://threatpost.com/ibm-heartbleed-

attacks-thousands-of-servers-daily/107936
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Scale of Heartbleed Attack

Heartbleed well-known bug in OpenSSL

Vulnerability exploited to access memory:

Encryption & secret cryptography keys

 usernames, passwords & content

Bug became public knowledge, but existed for at 

least two years before that

 Highest volume of attacks occurred when there 

were > 300,000 attacks in one day targeting 

IBM Managed Security Services (MSS) clients
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Interception following Identity 

Controls 

The myth of https end-to-end security

42



22

Client
Server

Server

Certificate

Server

Certificate

Secret
Date

Secret
Data

SSL/TLS Key Operations
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Web Server

Proxy Server

Client

1. Please connect to 

https://www.citibank.com

2. I want a connection to 

https://www.citibank.com

3. That is me, here 

is the certificate to 

prove it

4. Here is Certificate from 

https://www.citibank.com

5. Here is a 

secret key to use 

for this session

6. This is key the 

client generated

SSL Connection via Proxy Server
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Web Server

Proxy Server

Client

1. Please connect to 

https://www.citibank.com

2. I want a connection to 

https://www.citibank.com

3. That is me, 

here is certificate 

to prove it

5. Fine, here is certificate 

I just generated for 

www.citibank.com

6. Here is a 

secret key to use 

for this session

4. OK, here is a 

key to use for 

this session

Man-in-the Middle Attack

via Proxy Server

7. The proxy server 

now has the ability to 

decrypt traffic from the 

client, inspect it, and 

then re-encrypt it for 

delivery to the server
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Security failure 
during enrolment 
week – first year 
of operation!

HTML 

Injection 

Attack
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Things are not looking so good This needs 

fixing within 

the next 5 

seconds
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